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INTRODUCTION
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üA smart connected home is essentially a residence consisting of Internet of Things 
(IoT) systems that can be managed over the Internet, typically via mobile apps.



INTRODUCTION
üA smart connected home contains a heterogenous amount of IoT systems.

üThese systems leverage sensors to collect data from users and their environment.
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RESEARCH AIMS

Help researchers better understand the privacy implications and 
what is at stake with different smart connected home systems.



RESEARCH CONTRIBUTIONS
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i. Classification of connected home systems based on their data collection 
capabilities; 

ii. A quantitative survey of connected home systems in terms of their data 
collection capabilities; and 

iii. Identifying research directions and best practices to minimize privacy risks of 
smart connected home systems.
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MAIN OBSERVATIONS
i. Tend to be prone to subjectivity and biases;

ii. Difficult to mathematically justify the classification; 

iii. Tedious to recreate the classification; and

iv. Shortage of classifications that are derived empirically 
from the technical specs of commercial systems.



DEVELOPING THE CLASSIFICATION
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DEVELOPING THE CLASSIFICATION
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CLASSIFICATION OF SYSTEMS

Primarily designed 
to capture audio 
data from users. 

E.g., Google Home.

Focused on capturing 
precisely the location 
of users. 

E.g., Fitbit Ionic Watch.

Collect the behavior of 
users typically by using 
sensors embedded inside 
the connected device. 

E.g., Nest Cam Indoor 
Security Camera.

Predominately utilize 
mobile apps to collect data 
from users. 

E.g., Amazon Fire TV Stick.



ANALYSIS OF SYSTEMS



SOME BEST PRACTICES
üControlling data collection. Data subjects should be provided the possibility to 

opt-in for data collection, and thus data will not be collected unless the user decides 
so, or otherwise have the option to opt-out of such data collection.

üTransparency about data collection. Data subjects should be made aware of 
details of data that are being collected about them, the purpose or benefit gained for 
such collection, the location of data collection, and whether that data are retained or 
shared with other parties.

üEthical uses of collected data. Manufacturers should indicate what inferences 
can be made with the collected data and likewise the sensors that are being used for 
making those inferences. 



CONCLUSIONS
üThe growth and heterogeneity of smart connected home systems raise the 

importance of a classification that groups systems into categories indicative of 
their data exposure. 

üWe developed a novel four-tiered classification of smart connected home systems 
clustering them into: app-based accessors, watchers, location harvesters, and 
listeners. 

üThe classification can also include general-purpose and multi-functional devices, 
and can be automatically recreated any point with updated data.

üOverall, the presented classification and analysis can help us better understand the 
privacy implications and what is at stake with different smart connected home 
systems.



FUTURE WORK

ü Explore other data types

ü Analyze a broader range of systems

ü Use of quantitative metrics for privacy risk analysis
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